

Sharing Suspicious Activity Reports with Controlling Companies

The Financial Crimes Enforcement Network and the federal banking agencies are issuing guidance to notify institutions when a Suspicious Activity Report (SAR) can be shared with a holding company or other controlling company
, or with the head office of a U.S. branch or agency of foreign bank.


Sharing a SAR within an organization is allowable for the head office, or for the controlling entity or party to discharge its oversight responsibilities with respect to enterprise-wide risk management and compliance with applicable laws and regulations.


Depository institutions, as part of their anti-money laundering program, must have written confidentiality agreements or arrangements, and proper internal controls in place to protect the confidentiality of the SAR.


The Financial Crimes Enforcement Network, and the federal banking agencies have confirmed that: (1) a U.S. branch or agency of a foreign bank may disclose a Suspicious Activity Report to its head office outside the United States; and (2) a U.S. depository institution may disclose a Suspicious Activity Report to controlling companies
 whether domestic or foreign.  This guidance does not address the applicability of any other Federal or state laws.


The filer of a Suspicious Activity Report may not notify any person involved in the suspicious transaction that the transaction has been reported.  Financial Crimes Enforcement Network prohibited a banking organization from disclosing the existence of a Suspicious Activity Report except where such disclosure is requested by appropriate law enforcement agencies or bank supervisory agencies.  The Federal Banking Agencies’ require notification of the filing of Suspicious Activity Reports to boards of directors, whether domestic or global.  


Therefore, the depository institution, as part of its anti-money laundering program, must have written confidentiality agreements or arrangements in place specifying that the head office or controlling company must protect the confidentiality of the Suspicious Activity Reports through appropriate internal controls.


Sharing of a SAR with a non-U.S. entity raises concerns about the ability of the non U.S. entity to protect the SAR in light of possible disclosure requests for disclosure abroad that may be subject to foreign law which need to be addressed in the confidentiality agreements or arrangements.  The recipient head office, controlling entities or parties may not disclose further any SAR, or the fact that such report has been filed; however, the institution may disclose without permission underlying information (that is, information about the customer and transaction(s) reported) that does not explicitly reveal that a SAR was filed and that is not otherwise subject to disclosure restrictions.

� A controlling company includes a bank or savings association holding company, or a company having the power directly or indirectly to direct the management or policies of an industrial loan company or a parent company, or to vote 25 percent or more of any class of voting shares of an industrial loan company or a parent company.


� A controlling company is defined as:  (a) a bank holding company, as defined in Section 2 of the Bank Holding Company Act; (b) a savings and loan holding company, as defined in Section 10(a) of the Home Owners’ Loan Act.  For purposes of this guidance, a controlling company also includes a company having the power directly or indirectly, to direct the management or policies of an industrial loan company or a parent company or to vote 25% or more of any class of voting shares of an industrial loan company or a parent company.
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